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About MyInfo PINs and Security Questions in Banner 8 
Banner 8 offers the ability to increase the minimum complexity required for MyInfo PINs.  Where 

MyInfo PINs previously had to consist of at least 6 numbers, we are now requiring an 8 digit 

alphanumeric password with a maximum of 15 characters.   

When the Banner 8 upgrade goes into effect on October 27th, all MyInfo PINs will be expired 

Users will need to change their PINs the next time they log into MyInfo. 

Complexity Requirements 
New MyInfo PINs must be: 

 Between 8 and 15 digits long  

 Contain at least one letter (a-z, A-Z)  

 Contain at least one number (0-9) 

 ** The same set of special characters required by domain, MyPortal and NetID 

passwords ($,*,%,@,#, &) are allowed, but not required. 

Default MyInfo PIN 
Since the minimum MyInfo PIN requirements have changed it is no longer possible to use the 

mmddyy birth date format as default MyInfo PIN anymore.  Initial MyInfo PINs for users, as well 

as MyInfo PINs that have been reset by the registrar or Helpdesk, will be set to the individual’s 

birth date with a format of ddmonyyyy.  For example, 01jan1990.   

Important: Since MyInfo PINs are case sensitive the month will have to be entered lower case. 

In rare cases individuals do not have a date of birth entered in Banner.  In these cases their 

default MyInfo PIN will be 01janXXXX, with ‘XXXX’ being the last four digits of their GID. 

MyInfo PIN Expiration 
MyInfo PINs will expire every 180 days.  When 180 days have passed the user will be prompted 

to change their MyInfo PIN upon login. 

Security Questions 
MyInfo users will be required to set up two security questions.  The security questions exist so 

that users will have the ability to reset their own MyInfo PINs rather than contact the HR or 

registrar during regular business hours.  The only restriction placed on the answers to security 

questions is that they have to be at least two digits long. 
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To Change a MyInfo PIN 
An expired MyInfo PIN, or a MyInfo PIN that doesn’t meet the minimum complexity 

requirements, will need to be changed upon login. 

1. Enter your GID (or SSN) into the ‘User ID Field’ and your current MyInfo PIN into the 

‘PIN’ field. 

2. Click the Login button. 

 

3. Follow the instructions on the page and enter your old PIN in the top field, and your new 

PIN twice, once in each of the following fields. 

4. Click on the Login button. 
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Error Messages 
If the user tries to create a MyInfo PIN that is less than 8 characters long they will be returned to 

the Login Verification Change PIN screen with the following message: 

 
 

If the user tries to create a MyInfo PIN that does not contain at least one number they will be 

returned to the Login Verification Change PIN screen with the following message: 

 
 

If the user tries to create a MyInfo PIN that does not contain at least one letter they will be 

returned to the Login Verification Change PIN screen with the following message: 

 
 

Upon the successful change of the PIN the user will be logged into MyInfo. 

To Set Up Security Questions 
If the user has not set up at least two security questions, they will be automatically prompted to 

set them up upon their initial login. 

1. Enter your PIN in the PIN confirmation field. 

 

2. Select a question from the dropdown menu. 
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3. Enter the answer.   

 

If the user tries to provide an answer that is less than 2 characters long they will receive 

the following message: 

 
 

4. Repeat these steps for the second security question. 
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5. Upon successful creation of the two security questions, the user will be logged into 

MyInfo. 

To Change a MyInfo PIN Using Security Questions 
If a user has forgotten their MyInfo PIN, they may use the security questions that they have set 

up to create a new MyInfo PIN. 

1. Enter your GID into the User ID field and click the Forgot PIN button 
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2. In the Answer field provide the answer that you set up for the first question and hit the 

‘Submit Answer’ button. 

 

If the user provides an incorrect answer they will receive the following message:

 

 

3. Repeat step 2 for the second security question.  

Once both security questions have been answered correctly, the user will be taken to the 

PIN reset screen.   

 

4. Enter a new PIN that complies with the complexity standards into the fields provided and 

press the ‘Reset PIN’ button. 

Once the MyInfo PIN has been successfully reset the user will be taken to their MyInfo account. 
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To Change A MyInfo PIN Once Logged In 
While MyInfo PINs are expired automatically every 180 days, users do have the ability to 

change their MyInfo PIN from within their MyInfo account whenever they would like. 

1. Once logged into MyInfo, click on the ‘Personal Information’ tab. 

 

2. Click the ‘Change PIN’ Link 
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3. Enter the old PIN in the first field, and the desired new PIN once in each of the following 

fields.  Once this is done, click the ‘Change PIN’ button. 

 

4. When the MyInfo PIN has been successfully changed the user will return to the Personal 

Information screen with a message indicating that the MyInfo PIN has been changed. 
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Error Message 
If a user enters a new MyInfo PIN that does not meet the minimum PIN requirements they will 

receive a message indicating what needs to be changed.  If the user enters an incorrect PIN in 

the ‘Enter Old PIN’ field they will receive the following message: 

  

To Change Security Questions/Answers Once Logged In 
If a user wishes to change their security questions, or the answers to their existing security 

questions, they may do so once logged into their MyInfo account. 

1. Click the Personal Information tab. 
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2. Click the Change Security Question link. 

 

3. Enter your MyInfo PIN in the field provided and select a question from the drop down 

menu. 
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4. Enter the desired answer to the selected security question. 

 

5. Repeat these steps for the second security question. 

 

6. Once both security questions have been successfully set up, the user will be returned to 

the initial MyInfo screen. 
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What To Do if Both the MyInfo PIN and Security Answers Are Forgotten 
If an individual doesn’t remember their MyInfo PIN or the answers to their security questions, 

they should contact the following in order to have their MyInfo PIN reset: 

Campus: Students Contact: Employees Contact: 
MSU Billings Registrar’s Office: 

(406) 657-2158 
Human Resources Office: 
(406) 657-2278 

MSU Bozeman Registrar’s Office:  
(406) 994-2601 

Human Resources Office:  
(406) 994-3651 

MSU Great Falls Registrar’s Office: 
(406) 771-4420 

Payroll Office: 
(406) 771-4308 

MSU Northern Registrar’s Office: 
(406) 265-3703 

Payroll Office: 
(406) 265-3710 

 

Note:  Users who need their passwords reset should be reminded to update their security 

questions upon logging into MyInfo. 


