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+ Types of Cybersectl

Malware Focus 2/ SOUNCE

- Inserting malicious code into
the computer’s program
memory and tricking the
processor into executing it.
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The Malware Cybersecurity
Challenge
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However, this gives an
attacker a significant
advantage in terms of effort
. relative to system defenders
by re-using their attack across -
numerous systems. ‘ -

The nation’s cyber
infrastructure consists of a
massive number of identical
computer systems.
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This homogeneity is
advantageous because a
single piece of software can
be deployed across millions
of systems to increase
capacity.
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. TheattacKer’s advanhtages become greater as we moye-to

¥

- .Embedded Computing. ~ ~

il =~ 1

Personal Computers Smart Phones Embedded Computers

- 400 Million sold in 2018 - 1.5 Billion sold in 2018 - 25 Billion Computers

Embedded Computers need Protection from Cyber Attacks as well
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Hardware Diversity

- Homogenous hardware give attackers of embedded systems advantages
when injecting code.

- These attacks can be defeated by using Heterogenous hardware, but at the
loss of single architecture development.
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= \'.Q,L‘L[\Approach

Hardware Diversity

- Hardware is fixed and takes
months/years to fabricate. _ St

=== |5 | B

- There has been some pl’iOI’ 4l Gy | e 23 wa |5 w0 el RS ,.‘" e :'u"'i.
work in the area of N P R

randomization of instructions ¥ 1|08 G

sets in Virtual Machines, with o TR R =

promising results. 2 w : m . m;
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Embedded Computer Characteristics

Dedicated software, not general-purpose. ‘
Smaller (sometimes 8-pin packages) : \

Lower Clock Frequencies (1MHz - 16MHz)
Smaller memories

(256k to 1M) gmc® [ i
b Camera ¥ Elestr '.'|'.'|'...:"':"' |SS| es
Often_ no OS other than @ A ~ (Left: RMD SM-6, Right: RMD Patriot)
real-time scheduler. é e e = J
Systems ” (
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FPGA Design

- Field Programmable Gate
Arrays (FPGASs) allow
hardware to be designed
using a Hardware Description
Language (HDL)
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Diversification Compile Time Diversification
Once an embedded - The scripts that alter the HDL
computer is designed in HDL design can be executed as
scripts can be written to part of the code generation
create alterations of the from a C compiler
computer.
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Once we control the HDL generation, we can make modifications to the design & and even replicate
it.

it »

HDL
Generation
Scripts
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Our\Approach (Undmgr Attack) b B ‘ 5"

A Malware attack will insert
| execution binaries into each of
The computers \ the 3x cores’ program memory

with randomized ;‘ | on the FPGA.
opcodes don’t |
recognize the
malware.

We can either
throw an

exception or run

a pre-defined But since the attacker compiled
routine to remove : the malware for the publicly-

the malware. available Baseline computer’s

opcodes, it is the only one that
executes the malware.
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But how do we map the original source code opcode assignments used by the compiler into the

two heterogenous cores?

—
D

Source Code
(main.c)
Processor
Definition
(header file)

Machine Code
(object file)
-
r

Disassembly t}

d

(0 0)

/7//1; The syntr;esis stép creates 3x, f

assignments.

Since the different Opcodes alte

1
Opcode — Y
_.4‘, Translator

equivalent, heterogeneous computers running
the same software, just with different Opcode

HDL Description of 3x Computers &
Attack Detect Voter

Memory 1

Opcode Def 1

Malware Resistant

ComPUter Computer

FPGA

FPGA
Design Tools

—p

Synthesis
&
mentation

—p

N \/lemor
s} Opcode Def 2|
unctionally-

VHDL files for the
Program Memory &
Opcode Definition for the
other two computers. /

r the control
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We used the DEO-CV
FPGA board with an intel
Cyclone V FPGA.

Synthesizable
VHDL / Verilog
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Functionally Equivalent Systems
“MSP430 vs. CyberShield”
Both running closed-loop control code to
keep missile upright and accepted setpoint
angles over UART.

T,

{ UART for angle setpoint
(47O or 61 © or 79°
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. Demonstration Und

HDL Description of System
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VHDL Files

Program
Malware Resistant

: Machine Code - 1
(main.c) PJ (objectfile) Computer
Compiler FPGA
Processor P4 ~ FPGA N
Definition Disassel mbly fad Design Tools
Opcode [FISEJET Synthesis
Translator 1 & - D—;
Implementation
Opcode
-> D-’
Scheme Program

1
4
* Opcode Def 3

Program Description

The computer periodically sends the stepper motor its
setpoint angle. The send frequency is dictated by a
timer that triggers and interrupt.

The computer continuously reads the actual angle of
the missile from the sensor and compares it to the
setpoints. It adjusts motor accordingly.

New setpoints are received asynchronously from a user
over UART. A Rx on the UART link triggers an IRQ.
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while(1}]

forlindmcanEEF s 3o Program Vulnerabilities
2. But the developer (Classic Buffer Overflow Attack)

introduced a vulnerability -
by adding a delay loop in Address Da - emor

1
temp = RXBUF[@];
if(temp == "1"){
set_angle = 47;
telse if (temp=="2"){
set_angle = 79;
}elsef
set_angle = 61;

1

£ (r_index — 1){ the main program to allow x2000
l r‘i_;nde:=8; U Pllﬂ the UART to Complete
1P = decode_srray [Pl before resetting the input

if(temp<set_angle){
P20UT &-x(BIsz enabl

P2OUT |=

buffer size back to 0. N N, @lobal

P20UT &= m(BITS) set d
temp = set_angle-temp;

telse if (temprset_angle){
P20UT &=~ (BITz) enable stepper motor

lables

[

P20UT

P20UT |= (BITs) set di
temp = temp-set_angle;

telse{
P20UT |=BITZ; Disable stepper motor

}.

frequency = 4888 - 63*(temp);

}
1

; 1. When user sends new e k.

#pragma vector = TIMER® B@ VECTOR; . i - r I h'S a"OWS the attaCker
interrupt void Timer ISR(){ SthOlnt Over UART, an A A to C‘tream in maIiCiOUS
W)

TBBCCRe+=Trequency; .
P20uT ._Bm“* | IRQ triggers, stacks return code and replace the
corr :ct ISR return address.

------ address, and retrieves new
value for RXBUF.

#pragma vector = EUSCI_Al VECTOR
__interrupt void ISR_EUSCI_A1(void) {
RXBUF[rx_index++] = UCALRXBUF;

UCALIFG &= ~UCRXIFG;
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MSP430 Attack — How it looks in data memory... A

GXEIBW  decode_array

3728 Ba1E 3427 39835 eoee 2e1l7 @024 BETE 3629 G006 3500 BEET 0000 1314 1270 6968 @68 6A19 BE26 3AGE DRGE BERR BE2S 7677 BE0A cBee paee Bee4 BRR3 6CED Ble2
ex@eze7e 7574 0o0e 8873 0000 SESD 8B5C 5F72 @871 47458 4400 2040 1066 4600 4500 0008 2223 G879 BETA BE4A 1E06 BEE6 BATE BERE 117C 0080 4360 @01A 1C1E6 3666 200 GREE GFoQ
BxB@28E0 3D64 4265 3E60 3160 3063 Jaiteittiteddiehdinbidisiindonlaaeil 52 SE4F GRGL 8878

l

/

0x@82108 frequency
exda2les @eoD

9x882182 set_angle
Bxba2162
Bxea21le4
Bxea21le4
BxBB2166
BxBB2166
Bxba2168
Bxba2168
BwBa2178
ewbB2lE8 4
BwBB2258
Bwba22C8
BwBB2338
BwBB23A8
Bwba2418
Bwda2488
BwBa24F8
BxBB2568
Bwea2508
BwbB2648
BxBB26B8
Bwda2728
BwBa2798

6x002308 A NOP Sled is used so that

BwBB2878

BxBa28E8

02952 the exact ISR return
Bxae29Cs . y
0002435 address isn’t needed.
BxBa2ALA8
Bx@a2618
BxBa2638
BxBa26Fa
Bxae2C68
Bxae2c0s
Bxaa2048
Bx@a20B8
BxBa2E28
BxBa2E98
Bxaa2res
BxBa2r7a
Bxaa2rae
Bxaa2rae

ex@a2FrFa 3 290 @ o744 3FFF 3FFF
ABRAAER  EFE AFEE AEFE 3FEF IEFE ?FFmFFF 3EEF 3FEE

The vulnerabilit
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\Tr, e}nons'tratlon Under'Aftack “/L

The same attack made on our system

address Data Memory
x2000

BEe0T e adaas

But as soon as the starts reading the inserted iiqu;iz L  Global
code in the CPU, |tthdee;2%t]semat all opcodes are P Variables
NOP

Stack

The Malware Still Gets Inserted
via Buffer Overflow

'ﬁ ,‘/ [/ L T N RTX 2022
s aytheon SN :

Téchmﬂogms f [ L i , N : Summit



Ny =

X

- ol
Sy~

D
- = “\.
= - -

.

We can see how CyberShield Responds by
Measuring the Instruction Registers in the
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All Opcodes are Different

CPU with a Logic Analyzer. by Design
+ Lowlife ™ ho [hz  |bF |h2 [h7  |ho |hF [hz  |h7 o |
+ Baseline N ho [ha  |h1 |ha [ha  |h2 |h1 [ha  |he  |h2 ]
+ Highroller ™ ho [he  |h3 |he [he  |h4|hs3 [he |6 [ha ]
The attack is detected when all three CyberShield Halts Operation and
CPUs see the same Opcode. Initiates a Recovery Procedure.
+ Lowlife  h7 Yho
+ Baseline “Hhg ){hz IhD
+ Highroller “hE Yha YhF
After flushing out the malware, CyberShield The rapid nature of hardware recovery allows low
resumes normal operation. latency and the ability to operate-through-attack.
+ Lowlife ™ |ho Nh2 [ [h2 [h7  |ho |hF [h2  |h7  |ho |h2
+ Baseline ~ |ho 4 |hi [ha ha  |hz |h1 [ha  |ha  |nz |n4
+ Highroller N ho he |h3 |he Ine - |h4]h3 [he |8 |n4 |hs
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Name

Sy e

N Bet\onstratlon Under

+ Baseline

+  Lowlife

+  Highroller

+ UART

+  Baseline
+  Lowlife
+ Highroller

+ UART

+ Baseline

+  Lowlife

+ Highroller

+ UART
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All Opcodes are Different
by Design

T | Ready ISOOOOOOO samples at 10 MHz | 2022-08-02 15:34:44.1

[he  Jhc |h1 |4 |he  [h2 |h4 |he  |h2 [h4 |hs [hs  |he  |hc |1 [ha [hs |h4 [hc |4 |h1 [hs e [hc fh1 |

[hc  |ha |nF |2 |he  [ho |h2 [he  |ho [h2 [he N S T [h2 [h3 |h2 [ha |2 |hF [ha e [na |oF |

fho  |he |h3 |h6 [ha  |h4 |he [ha  |h4 |he ha [h7  |ho  |hE |h3 [ne [h7 [he [he  |he [h3 [hz o [re sz |

Ihos f {h43 -

The attack is detected when all three

CPUs see the same Opcode.

.h5 ' [h1 |na |hs [ha Jhc Jha [hi |na |
h3 [hF |n2 |3 [hz Jha |h2 |nF |n2 |
h7 [h3 Ine |n7 [he Jne |he [h3 Ine |

CyberShield Halts Operation and
Initiates a Recovery Procedure.

=W

N . " 1 32.78 ms /A 30.5046382
— I _
After flushing out the malware, CyberShield
resumes normal operation.
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CyberShield is an approach to defeating malware by introducing hardware
diversity at the hardware level.

This is enabled by real-time HDL generation at compile-time.
A buffer insertion attack was used to test CyberShield.

CyberShield was able to detect the malware, remove it, and continue
operation while an MCU was not.
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HDL Description of System

Program
Memory Malware Resistant

1
; Opcode Def 1 Computer

FPGA
EPGA —
Design Tools

Source Code

Machine Code

> Pl (objectfile)

Compiler

Processor P4
Definition
(header file)

N Disassembly =g

Opcode Synthesis
Translator & —

Implementation

Opcode
Randomization fmd
Scheme

1
Opcode Def
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