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WHY USE NIST CSF?

• Creates a common language amongst industries and peers

• Provides a mechanism for deeper collaboration to understand 

the cyber risks that could negatively impact your organization

• Helps maintain compliance and demonstrates due care

• Measures cybersecurity maturity and helps allocate resources 

effectively to manage cyber risk



WHAT IS THE NIST CSF?

• Comprised of 3 Primary Components

• Framework Core

• Implementation Tiers

• Framework Profiles

https://www.nist.gov/cyberframework/online-learning/components-framework



FRAMEWORK CORE

• Created to be used across all critical infrastructure sectors which 

include utilities, financial services, healthcare, etc.

• Provides high-level, strategic view of the lifecycle of an organization 

risk management program

• Not meant to be descriptive and not a checklist

• Living document



FRAMEWORK CORE

https://www.nist.gov/cyberframework/online-learning/components-framework



FRAMEWORK CORE EXAMPLE

https://www.nist.gov/cyberframework/online-learning/components-framework



IMPLEMENTATION TIERS

https://www.nist.gov/cyberframework/online-learning/components-framework



FRAMEWORK PROFILES

• Helps organizations align and prioritize their cybersecurity 

program activities

• Consists of the alignment of:

• Business Objectives

• Cybersecurity Program Requirements

• Operating Environment



FRAMEWORK PROFILES

https://www.nist.gov/cyberframework/online-learning/components-framework



NIST GAP ANALYSIS PROCESS

1. Prioritize and Scope

2. Orient

3. Create Current Profile

4. Conduct Risk Assessment

5. Create Target Profile

6. Determine, Analyze, and Prioritize Gaps

7. Implement Action Plan 
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• NIST CSF Website: https://www.nist.gov/cyberframework

• NIST Small Business Corner: https://www.nist.gov/itl/smallbusinesscyber

• CISA: https://www.cisa.gov/

• CISA Ransomware: https://www.cisa.gov/stopransomware

• ISAC Listing: https://www.nationalisacs.org/member-isacs-3

https://www.nist.gov/cyberframework
https://www.nist.gov/itl/smallbusinesscyber
https://www.cisa.gov/
https://www.cisa.gov/stopransomware
https://www.nationalisacs.org/member-isacs-3

