
Welcome!

Best Practices/Emerging Trends:
• Export Controls & Restricted Parties
• Data and Information Security
• Controlled Unclassified Information
• Conflict of Interest & Foreign Influence



Today’s 
Speakers

• Quinton King – Export Control Officer, Montana 
State University

• Zach Scott – Associate VP for Research 
Compliance and Technology Transfer, University 
of Montana

• Justin Van Almelo – Chief Information Security 
Officer and Research Chief Information Officer, 
Montana State University

• John White – Information Systems Security 
Manager, Montana State University

• Daniella McGuire – Conflict of Interest Manager, 
Montana State University



Disclaimer

The opinions expressed are those 
of the presenters and may not 
necessarily reflect Montana State 
University or the University of 
Montana.



Emerging Trends . . .
National Security Presidential Memorandum 33 (NSPM-33)
• Response to concerns of foreign misappropriation of US Federally-

funded research and intellectual property.

• Includes several requirements:
• Adoption of “Digital Persistent Identifiers” for researchers
• Standardized Conflict of Interest/Conflict of Commitment disclosures
• Development of appropriate consequences for disclosure violations
• Funding Agency information sharing for disclosure violations

• Additional Research Security Program requirement for “Covered 
Research Organizations” (i.e. those receiving >$50M in annual 
Federal S&E research funding) covering:

• Cybersecurity
• Foreign Travel Security
• Research Security
• Export Control Training



Emerging Trends . . .
CHIPS and Science Act 
• Response to concerns of dependence on foreign-produced 

semiconductors and malign foreign influence in US Federally-funded 
research.

• Cross-references and works in tandem with NSPM-33.
• Includes a number of Research Security Training requirements for 

“Covered Individuals” (those who will substantively contribute to a 
Federally-funded research project), including:

• Cybersecurity
• International Collaboration and Travel
• Malign Foreign Interference
• Conflict of Interest and Conflict of Commitment

• Includes a requirement that, upon agency request, institutions 
seeking Federal awards report employee engagements with foreign 
entities (contracts, appointments, etc.). 

• Includes an institutional disclosure requirement for financial support 
>$50K from a “foreign country of concern” (China, North Korea, 
Russia, Iran).



Emerging Trends . . .
Evolving Geopolitical Landscapes

• US policy makers routinely use economic 
sanctions and export controls to respond to 
world events . . .

• Can potentially impact collaborations with 
certain foreign researchers and institutions

• Can potentially impact engagements with 
certain foreign vendors



Emerging Trends . . .
State of Montana HB 946

• HB 946 passed in the most recent legislative 
session, signed by Governor Gianforte on 
May 22, 2023

• Includes a reporting requirement for “all 
existing collaborations, partnerships, 
contracts, donations and contributions 
related to an entity or individual associated 
with a foreign country of concern.” (i.e. 
China, North Korea, Russia, Iran).  



Emerging Trends . . .
• New compliance requirements?
• Formalization of previously 

recognized obligations?
• Renewed focus on enforcement . . . 



Emerging Trends . . .



Best Practices . . .
1. Zach – Export Controls
2. Justin – Cybersecurity
3. John – CUI
4. Daniella – COI/COC
5. A couple hypotheticals . . .
6. Q&A



University of Montana
Office of Research and Creative Scholarship

Zach Scott, PhD, JD
Assoc. VP for Research Compliance and Tech. Transfer



What are export control laws?
The term “export controls” means the federal laws and regulations that control the distribution to foreign 
nationals and foreign countries of items, services, technology, and software. Depending on the circumstances, 
advance authorization (i.e., license) from the US government to engage in such exchanges may be required. In 
other cases, the exchange may be prohibited.

Designed to advance U.S. foreign policy goals, prevent transfer of sensitive military or dual-use technologies to 
adversaries, and to fulfill international treaty obligations.

Whether a license is required in any of these circumstances would depend on three factors: (1) the nature of the 
item/service/technology/software; (2) the country of destination; and (3) the end user of the item.

There are substantial penalties for noncompliance with export control laws:

• Criminal violations:  $50,000-$1,000,000 or five times the value of the export, whichever is greater per 
violation (range depends on the applicable law), up to 10 years imprisonment.

• Civil penalties:  loss of export privileges, fines $10,000-$120,000 per violation.
• Puts federal funding at risk -- for the university and for the individual.



Main U.S. Government Agencies

Department of State
Directorate of Defense Trade Controls (DDTC)
International Traffic and Arms Regulations (ITAR)

Department of Commerce
Bureau of Industry and Security (BIS)
Export Administration Regulations (EAR)

Department of Treasury
Office of Foreign Assets and Control (OFAC)
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Export Administration Regulations 
(EAR) Basics

• “Dual-use” and military-use items

• “Items”
• Physical commodities
• Technology  
• Software

• Commerce Control List (CCL)
• Classification: EAR99 or specific ECCN 



International Traffic in Arms 
Regulations (ITAR) Basics

• Military-use items and services

• “Items”
• Physical commodities
• Technology  
• Software
• “Defense services”
• Nanotechnology, new materials, sensors

• United States Munitions List (USML)



Office of Foreign Assets Control (OFAC) Basics

Sanctioned Countries
• Country-specific restrictions
• Not just financial transactions
• Focus on end-user, not the technology
• Specific license vs general license
• Denied Parties Lists/Restricted Party Lists  

(BIS, DDTC, and OFAC)
• Use Consolidated Screening List

Cuba, Iran, Syria, North Korea, 
Ukraine/Russia-Related, and More
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Deemed Exports

The disclosure or transfer of export-controlled software, technologies or technical data to a foreign entity or 
individual inside the US is “deemed” to be an export to the home country of the foreign entity or individual.

Applies to technology transfers under the EAR and the provisions of ITAR technical data and defense.

A “deemed export” license may be required.

Applies regardless of role: graduate students, post-docs, visiting scholars, and faculty.



Fundamental Research Exclusion (FRE)

• The term Fundamental Research means “ basic and applied research in science and engineering, the results of 
which ordinarily are published and shared broadly within the scientific community”, as distinguished from 
proprietary research and from industrial development, design, production, and product utilization, the results 
of which ordinarily are restricted for proprietary or national security reasons.”  A university’s research 
normally will be considered as fundamental research unless the university or its researchers accept sponsor 
restrictions on publication of scientific and technical information resulting from the project or activity.

• Conducting fundamental research is key to maintaining an environment of openness in an academic setting.

• The FRE applies only to the exchange of research data and information, not to the transmission of tangible 
goods.

• The FRE is destroyed if the university accepts any contract clause that:
Forbids the participation of foreign persons;
Gives the sponsor a right to approve publications resulting from the research; or
Otherwise operates to restrict participation in research and/or access to and disclosure of research results.



Key Takeaways

• American IHE are coming under increased scrutiny for compliance 
with export control laws.

• Complex series of laws and regulations – not always harmonious.

• Determination of liability and compliance requires a case-by-case 
analysis by IHE export control officer.

• Come early – export control licensing process can take many months.

• IHE take advantage of fundamental research exclusion.
• Watch for publication restrictions from sponsors and collaborators.



Research Data Security
Justin van Almelo

CISO | Research CIO – Montana State University



Know Your Data

• Who defines the categories of research data?

• What categories of research data are you working with?

• What compliance requirements do those data have?

• Where is your data backed up?



Know Your Infrastructure

• What storage options are available?

• What storage options are appropriate?

• How are unique requirements assessed?

• Securing unique requirements.



Know Your Resources



Security – Not Just For Confidential Data

• Confidentiality

• Integrity

• Availability



JOHN WHITE
 
CONTROLED UNCLASSIFIED INFORMATION (CUI)



AGENDA

• Discuss the following topics:
• What is CUI?
• Who Decides?
• Mark and Label CUI
• Dissemination / Sharing
• Destruction
• Wrap Up













Mark and Label PowerPoint Presentations and 
Documents











Conflict of Interest

What all employees need to know



• The Mission of MSU is enhanced by the 
sustained, active interaction of members of 
the University Community with
– Business
– Government
– Not-for-profit groups
– Professional societies
– Academic Institutions, and
– Other individuals and organizations



Conflict of Interest
However, these interactions and other activities 
can create the potential for conflict of interest in 
which University employees’ external and 
internal activities or interests COULD influence, 
or appear to influence, the manner and extent 
to which those individuals carry out their 
University responsibilities.



Common Types of Conflicts

1. Relatives and Personal Relationships
2. Financial
3. Foreign Influence
4. Commitment (time spent away from MSU that conflicts with work time)

5. Intersections  



Common Examples

Supervising a spouse

Performing work for 
another company during 

work hours or 
using MSU property (i.e. 

computer or phone).

Initiating a contract in 
which a family member 

can benefit.

Accepting gifts or 
benefits from a 

contractor related to job 
duties at MSU.

Proposing that MSU 
enter a contract with a 
company in which an 

employee has 
ownership or could gain 

from financially.

Serving on a search 
committee when a 

relative is in the 
applicant pool.

Owning part of a 
business that sells 

goods or services to 
MSU.

Consulting for an 
outside entity.

Funding received from 
any foreign government 
or entity or participation 

with a foreign talent 
program.

Employing students or 
other employees 

outside of the 
University.

Accepting Academic 
appointments while on 

leave from MSU or 
obtaining brief 

transitional 
appointments.



So what can’t we do?
1. Use confidential MSU information for private benefit
2. Acquire a business interest [via MSU] for private 
benefit
3. Use MSU resources for private work
4. Make a contract decision at MSU when already 
involved on the private side of that contract



What do I do If I THINK I might have a 
Conflict?

Consult with the Office of Research Compliance.  COI is common and can 
be managed In most cases.  Keep in mind that COI protects YOU and the 
University. 

Office of Research Compliance
114 Lewis Hall
406-994-6998

Kirk.Lubick@montana.edu

Or visit:  www.montana.edu/orc/conflict-interest/



ONCE COI HAS BEEN DISCLOSED

• Meet with COI Manager to discuss perceived conflict; 
• Work with COI Manager to draft a COI Plan that 

provides guidance on managing the conflict; 
• COI Committee provides feedback regarding plan and 

votes to approve. 



Hypothetical 1 . . .
A researcher at your institution specializing in AI/ML 
announces they are planning to travel to China to present 
at an academic conference hosted at a Chinese university.  
They will then be collecting/analyzing some data with a 
collaborator at that university. 



Hypothetical 2 . . .
A US Air Force-funded researcher specializing in advanced 
radar and energy absorbing materials has been approached by 
a US-based subsidiary of a Finnish company seeking to 
collaborate.  Company wants to sponsor research at the 
university relating to solar energy, but also wants the 
researcher to agree to provide consulting services on other 
related projects.  Company is requesting that all conversations 
and any research outcomes be kept confidential, with no 
publications unless the company approves of the content.



Q&A



Thank You!
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