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Introduction and Purpose 
To a id  in  p rotecting pub lic safe ty and  institu tiona l p roperty and  as a  de te rren t to  crim e, the  use  
of security cam eras has increased  a t colleges and un iversities na tiona lly. Montana Sta te  
University is com m itted  to  enhancing the  qua lity of life  of the  cam pus com m unity by in tegra ting 
the  best p ractices for pub lic safe ty includ ing the  use  of evolving technologies. Because Montana  
Sta te  University respects the  p rivacy of a ll m em bers of the  un iversity com m unity, th is policy is 
in tended  to  regu la te  the  use  and  the m anner in  which  video surve illance  devices a re  au thorized  
and  used . MSU desires to  ba lance  the  institu tion’s du ty to  prom ote  a  sa fe  environm ent with  the  
ind ividua l righ t to  be free  from  unwarran ted in trusion  by ensuring tha t a ll video surve illance  
devices are  used  appropria te ly and  jud iciously. 

Exceptions 
The  following types if video system s a re  exem pt from  th is policy: 

1. Video cam eras used  for legitim ate  instructiona l, research or crea tive  purposes tha t are  

governed  by other policies. 

2. Non-affixed , portab le  video cam eras used for news ga thering or p rom otiona l purposes. 

3. MSU Police  use  of video surve illance system s, e ither overtly or covertly, on  a  short-te rm  

basis for legitim ate  law enforcem ent purposes includ ing bu t not lim ited to, the  

ga thering of evidence  for a  crim ina l investigation . 

4. MSU Police  aud io/video record ing equ ipm ent in  the  departm ent offices and  pa trol 

veh icles. 



5. Video cam eras, includ ing webcam s, m ay be  used overtly for viewing and /or record ing 

public im ages in  pub lic spaces for un iversity purposes, includ ing m arke ting and 

recru itm ent, em ployee  tra in ing, a th le tic coach ing, or pub lic observa tion , e .g., 

construction sites. Im ages of activities in  pub lic spaces m ay be  d istribu ted  e lectron ica lly 

withou t notice  to  participan ts. Notifica tion signage  is not requ ired  for these  purposes. 

Policy 

1. This policy app lies to  a ll un iversity personne l and to  the  use  of video surve illance  

equ ipm ent and  system s em ployed  to  m onitor and  record  activities over tim e  on  any 

un iversity p rem ises. 

2. All requests to  insta ll video surve illance  equ ipm ent and  record ing system s m ust be  

subm itted  to the  Video Surve illance  Review Com m ittee . The com m ittee  will de te rm ine  

the  appropria teness of requests, based  on  a  security review, and will approve  or deny 

the  request as appropria te . The  com m ittee  will include  represen ta tives from  MSU 

Police , Facilities Services and  Inform ation Technology. 

3. Video surve illance  of a reas for security purposes sha ll be  lim ited  to  pub lic a reas and will 

not be  used  in  ba th room s, changing room s, ind ividua l dorm itory room s or other a reas 

where  there  is a  reasonable  expecta tion  of privacy. 

4. In form ation  ob ta ined  through  video surve illance  m ay be used for security and law 

enforcem ent purposes and  for com pliance  with  un iversity policy. The  use  or 

d issem ina tion  of any in form ation  or im ages recorded  by video surve illance  m ay be  

au thorized  if approved by MSU Police  or MSU Lega l Counse l. 

5. Insta lla tion  of video surve illance  in  pub lic a reas for routine  security enhancem ent m ust 

be  accom panied by appropria te  notifica tion  signage . 

6. Video surve illance  for security purposes will be  conducted  in  a  m anner consisten t with  

a ll existing un iversity policies includ ing the  un iversity’s non-d iscrim ination  policy, sexua l 

harassm ent policy and  other re levan t policies. 

7. Video surve illance  system s are  not requ ired  nor in tended  to  be  active ly m onitored  in  

rea l tim e  and a re  not in tended  to se rve  as a  way to  request or a ttract police  assistance . 

Persons need ing police  assistance  should  d ia l 911 or 994-2121. 



Procedures 
For consistency in  the  insta lla tion  and use  of th is type  of equ ipm ent, the  Video Surve illance  
Review Com m ittee  will consider the  following when  m aking a  de te rm ina tion  regard ing any 
request for insta lla tion  of any video surve illance  cam era : 

1. Is the  loca tion  and  the  insta lla tion  necessary and  appropria te  to  p rotect pub lic sa fe ty 

and  de tect, de te r and /or assist in  the  investiga tion  of crim ina l activity? 

2. Security of the  video surve illance  system  equipm ent and  iden tifica tion  of those  

au thorized  to  operate  the  system  and access the  storage  device . 

3. Obliga tions with  respect to  the  notice , access, use , d isclosure , re ten tion, security and  

even tua l d isposa l of video records. 

4. Consistency of insta lla tion  to  m itiga te  im pacts, costs and  d isrup tion  to  the  facilities in  

which  video surve illance  equ ipm ent is insta lled and  used . 

5. The  Com m ittee  m ay a lso requ ire  the  following: 

a . A written agreem ent with  the  requesting organ iza tion  regard ing the  appropria te  

use , opera tion  and  m aintenance  of the  video surve illance  system . 

b . Tra in ing for system  supervisors on  the  e ffective  and  appropria te  use  of the  video 

surve illance equ ipm ent. 

c. Period ic reporting requ irem ents. 

d . Other pertinen t requ irem ents necessary to ensure  consistency and to  sa fe  guard  

the  pub lic trust. 

Internal Control Considerations 

1. Video surve illance  system s tha t were  insta lled p rior to  the  e ffective  da te  of th is policy 

sha ll be  reviewed  and  assessed  for con tinuance  under th is policy by the  MSU Police  

Departm ent with in  one (1) year of the  da te  of adoption . 

2. Video surve illance  equ ipm ent, devices or system s tha t a re  insta lled without appropria te  

au thoriza tion  under th is policy will be  im m edia te ly d isab led  upon  notice  and , if not 

reau thorized  under th is policy, will be  rem oved  at the  expense  of the  departm ent found 

to  be  responsib le . 



3. Any persons who tam per with , dam age  or destroy video surve illance equ ipm ent will be  

sub ject to  crim ina l p roceed ings and /or d iscip linary action under the studen t or 

em ployee  d iscip linary p roceed ings. 

4. Concerns about possib le  viola tions of th is policy re la ted  to  inappropria te  use  of video 

surve illance system s should  be  d irected  to  MSU Police  and MSU Lega l Counse l. 

5. Unauthorized, une th ica l or illega l use  or insta lla tion  of a  video surve illance  in  viola tion 

of th is policy m ay sub ject an  em ployee  or student to  d iscip linary action  and /or crim ina l 

p roceed ings. 
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