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This document is intended to assist with the installation and use of Identity Finder at Montana State
University. If you have questions not answered by this document please either visit
http://www.identityfinder.com or e-mail identityfinder@montana.edu.
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Background
N

Identity Finder is the Data Loss Prevention product that was purchased by Montana State University to
aid in the identification and remediation of unsecured sensitive data on desktop and laptop computers and
servers. The implementation involves a client installed on each computer that will automatically run
monthly scans and retrieve any potentially sensitive data for the user to delegate to secure locations.
Identity Finder assists in the legal and ethical protection of sensitive data of students, faculty, and staff at
MSU.

Identity Finder User Guide and Identity Finder FAQ are available as informational resources. For further
assistance, please contact identityfinder@montana.edu.

Installation

1. Navigate to http://www.montana.edu/itcenter/identityfinder/downloads
2. Follow instructions to download the appropriate file for the user’s department.

Creating a Profile Password

What is a profile password?

A profile password is required to access saved results and to save settings, new results, reports or
locations.

The first time a user opens ldentity Finder, a pop-up window will appear and give the option to
create a profile password. It is highly recommended users create a password.

What if | forget my profile password?

Passwords can be reset, however any results saved under a previous password will no longer be
accessible to the individual user without the original profile password. Results will still be stored
in a central server and remain available to the designated Identity Finder admins.
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What if | choose to change my password or set it after the initial install?

[dentity Findel

Configuration
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Actions You are currently signed in to Identity Finder
AnyFind Import Profile:
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Fie Types @) Use Identity Finder Profile Pa:
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E-Mails a' et i
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Identity Finder Profile Password P

@ Change Identity Finder Profile Password

Your Profile allows you to save your settings and automatically use your
Profile Password when securing results or saving reports. You will be
asked for this password when Identity Finder starts and when opening
secure results and reports.

Current Password: || |
New Password: I |
Confim Password: | |

]

identityfinder
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Scanning a Computer

Identity Finder is pre-set to automatically scan computers for unsecured potentially sensitive data each
month. The user may manually initiate a scan separate from the automated scan for specific information
at any time.

=

| License

E-Mail  Personal Passport  World-
Number Address Address Number Wide~

Keyword  Regfx

AnyFind Custom

Search For: Search || R Al dentity Types | [R A1 Locaton Types -] showa |

E|D Location Date Modified Size Ty

7 g5 C: Usersies \ID Finder Samples\2009 dass.docx §/17/2013 14K8 G2y Multple Matches %
7 953 C:\users) V \ID Finder Sarmok pdf 3/14/2013 B3KB 14 Multple Matches 2
7 & C:L j \ WD Finder ge essay w footer.doc §/17/2013 %K8 £ 121-52-4673 1
7 L Finder ontacts,pptx 3/14/2013 *KE 1@ Multple Matches 3
o ﬁc msmmmwuwmmswzmpar 3/14/2013 3Bk 1@y Mutple Matches 6
7 [0) C: \Wsers\sjer D Finder Samples\Department.csv 6/17/2013 1KB 1[G Multple Matches 8
0 &y j WD Finder Samol .acedh [Sheet1] 6/17/2013 H4¥B bEE, Multple Matches 125
0 &jc:u \ejar \ID Finder Sampk ¥ bhase.mdb [Sheetl] 3/14/2013 224%B 1@ Multple Matches 125
o By &5 \ID Finder des \Fake SSNs\fake _san.txt 6/17/2013 53KE ) 535-43-4626 1

Identities Locations <
\s
@ I 7] G l I A = B
E- Malls Reotstly My Removable \.ustom Remote
Computcr-bocuments Drives  Folders* Machines = ||
Search Locations File Locations 5
 Search |Umdmmryp¢s - || R A1 tocaton Types
Ell D Location |Date Modified
7 ) C: Wsersisjensma) ) Finder Samples|\2009 dass.docx 6/17/2013 14K8 /Gy Multiple Matches %
17 £ CiWsersiey ) Finder Samp paf 3/14/2013 89K | G2 Multple Matches 2
[T W) C:\Users\ejancma) \ID Finder Samples'colege essay w footer.doc 6/17/2013 %K8 £0121-52-4673 1
(] @C:\.bersb‘arm\bwumﬂs\!b Finder Samples'Contacts.pptx 3/14/2013 “5K8 @2y Mutiple Matches 3
17 #R Cilusersie) ID Finder redit Report,pdf 3/14/2013 1 1G5 Mutple Matches 5
7 [ C:sers\ejansma) \ID Findes les) tment.csy 6/17/2013 1¥B 1y Mutple Matches 23
@C \Users\ejonsma) ID Finder Database.accdb [Sheetl] 6/17/2013 44458 1 EEy Mutple Matches 125
[T B)Crsersiegar \ID Finder Samp Database.mdb [sheet1] 3/14/2013 224%B 1 GRy Mutiple Matches 125
[ [ C:\sers\ejansma\Documents \ID Finder SamplesiFake SShs\fake_ssn. txt 6/17/2013 53K8 535434626 1

" VE entity Finder - Search Results.icf —
| Main Configuration Toals
® <=—y-=-= D bam
& ¥ =

“Start Stop Filter Expand Status Shred Scrub S L Q o WY
> Results All Rows Window Mllch Mll(h
Search . Display Adtions = Results
Start | Date Modified Size | rmmmmm |2
Start a new search, » y 6/17/2013 15K8 «ﬂbw Matches %
@ 3/14/2013 89KB 0y Multipie Matches 2
6/17/2013 26KB [ 121-52-4673 1
] @C:w:mnabmmts\tb Finder Samples\Contacts.pptx 3/14/2013 45 KB > ) Multiple Matches 3
7 ¥ C: Wsers \ejansmalpocuments\iD Finder Samples\Credit Report.pdf 3/14/2013 33KB » [ Multiple Matches B
[ [0 C:\Wsers\ejansmalpocuments i Finder Samples\Department.csv 6/17/2013 1¥8 () Multiple Matches 3
(w] @C:!. ) D D Finder les\Employee Database.accdb [Sheetl] 6/17/2013 4548 @y Multiple Matches 128
7 B Cr\sersley Jocuments\iD Finder jes \Empl Database.mdb [Sheet1] 3/14/2013 224¥8 > [ Multiple Matches 125
0 [ Cr\usersle 3! 22\ID Finder Samples \Fake SSNs\fake_ssn, txt 6/17/2013 53KB [ 535-43-9626 1

Lastrevised 7/30/13 Page 6



Viewing Results
|

After a scan is complete, Identity Finder shows the data found by file name and location, what the identity
match is, and how many matches within the file were found.
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Protecting Discovered Sensitive Data
|

Once sensitive data has been retrieved, users can choose to move the data to the secure network, Knox,
delete the data, or keep the data stored as it is.

To secure data, move the files to Knox. If a folder is not already in place for users to secure sensitive
data or for questions on how to move files from an unsecure location to Knox, visit http://
www.montana.edu/knox
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